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data ethics

what, why, how
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Rowenna Fielding

 >10vyears in data protection

* in-house DPO, now freelance advisor
e professional nerd

 human rights enthusiast
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ethics????
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ethics:

/4

“don’t be a git

*terms & conditions apply
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data ethics:

“with great power
comes great
responsibility
not to be a git”

thinking human
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law vs risk vs ethics

state-enforced rules
adverse effects may occur
we’re [not] okay with this

related; but not the same
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data ‘\arm

starts with treating people* as ﬂ\ings

*and their data

-H/T Sir Terry Pratchett: Carpe Jugulum



Revealed: how gambling industry
targets poor people and ex-gamblers

Report finds COVID
patients with learning
disabilities given blanket
DNRs

Are IQ tests flawed? Rider
professor explores the dark
history of 1Q tests for TED
platform



Facebook amends 'real name' policy
after protests

A few weeks later, | received the decision from Immigration that | was denied
residency because | did not meet the medical standard required. Based solely
on my BMI. All of my medical tests had been good. Nothing raised any flags,

or fell outside of normal parameters. But my BMI was over 30, so nothing

else apparently mattered. _ _ _ _
Stigma in Practice: Barriers to Health for Fat Women

Jennifer A. Lee!"” and Cat J. Pausé?”

New Study Highlights the Role of
Unconscious Bias in the Hiring Process
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Risk Zone 2
Addiction & the Dopamine Economy

Risk Zone 1

Risk Zone 3
Economic & Asset Inequalities

Risk Zone 8

Hateful &

Criminal Actors
Risk Zone 4

Machine Ethics &
Algorithmic Biases

4

&

Risk Zone 7
Implicit Trust &
User Understanding

Risk Zone 5
Surveillance State

Risk Zone 6 oy
Data Control & Monetization © 2018 Institute for the Future and Omidyar Network. (CC BY-NC-SA 4.0). SR-2005 | ethicalOS.org "OS} 6
N
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perverse incentives
conflicting imperatives
cognitive bias

indifference

negligence

naivete
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macro effects 16 Geel

profiling >> discrimination
surveillance >> oppression
algorithmic judgement >> injustice
automation >> dehumanisation
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“YOUR SCIENTISTS WERE SO PREDCCUPIED WITH WHETHER
THEY COULD THEY DIDNT'STOP TO THINK IF THEY SHOULD.

~DR-JAN MALCOLM
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assuming:

can = should

want = ok to take

can reach = must grab
‘it’s just data’




what are ‘data ethics’?

THEY'RE MORE WHAT YOU'D CALL
GUIDELINES

w G 4
THAN'AGTUAL RULES®

thinking human



principles
empath .

3 er:\c ! cui malo?

f:imEZS - can you do better?
eood faith | Seouldyoutry?

+ data protection by designh &
default
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who has the final say?
how to handle ethical conflict?

strategy

make time, energy and space for ethic:
keep track of decisions
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culture 16 Geel

what matters?
are ethical conflicts recognised?

standards

red lines and thresholds
processes and mechanisms
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data ethics dilemmas: s
1. email platform data reuse

- profiling and targeting
- alternatives >> +££?

- no/low liability risk

ethics?
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data ethics dilemmas: s
2. charity social media tool

- scan followers for distress
keywords

- send ‘u ok hon?’ msg

- outsourced to digital marketing co

ethics?
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data ethics dilemmas: s
2. recruitment Al

- biometric analysis
- automated assessment & score
- black-box algorithms

ethics?



Data Sources

project's key data sources,

Name/describe your %
+  whether you're collecting data yourself or accessing
Via third parties.

Is any personal dats involved, or data that is
" otherwise sensitive?

Engaging with
people

'How can people engage with you about the project?
" How can people correct information, appeal o

request changes 1o the product/service? To what

extent?

/A appeal mechanisms reasonable and well

understood?

Open Data Institute: D

Rights around
data sources

* Where did you get the data from? Is it produced by
an organisation o collected directly from
= w-nmmwhumaum N

" What ongoing rights will the data source have?

Communlcaﬂng
your purpose

Do people understand

= your purpose — especially.
[people whom the data is about or who are Impacted

« byitsuse? .

+  How have you been communicating your purpose?

Has this communication been clear?

How are you ensuring mors vulnerable Individuals or
groups understand? o

Open Data Institute #DataEthicsCanvas

" Limitations in
- data sources

" Are there limitations that could influence your

+  Consider:

+ > bias in data collection, inclusion/exclusion,
analysis, aigorithms.

> gaps or omissions in data

> provenance and data quality

> other issues affecting decisions, such as team
[ compasition

Openness and

. transparency

How open can you be about this project? Could you

- mmmm“m
impact measurements?

.+ Can you ask peers for feedback on the project? How .,
‘wil you communicate it internally?

Wil you publish your actions and answers to this
‘canvas openly?

Data Ethics Canvas

Ethlcal and
legislative context

What existing ethical codes apply to your sector o
project? What legisiation, policies, or other

*  reguiation shape how you use data? What
Introduce?

requirements do they
Consider: the rule of law; human rights; data
anti-

“ protection; IP and database rights;
discrimination

laws; and data sharing, policies,

roguiation and ethics Codes/immeworks spechic 1o
taxation). Y

‘'sectors (eg health, employment,

Sharing data wlth
others

Are you going to be sharing data with other
‘omganisations? If 50, who?

Are you planning to publish any of the data? Under
*  what conditions?

theodi.org/tools

2021-05

Ongoing
implementation

* Are you routinely buiiding in thoughts, ideas and
considerations

of people affected by your project?
How?

" Wnat information or training might be needed to help
people understand data issues? .

+ Are systems, processes and resources available
responding o data issues that arise in the long-
term?

Reviews and
iterations

+ How will ongoing data ethics issues be messured,
‘manitored, discussed and actioned?

and

How often will your responses to this canvas be
" reviewed or updated? When?

Your actions

. What ction will you take before moving forward

with this project?

: mmmmmmwmm 5

@@ | s toxt s fcenwad under a Creati Commons
e Rieuion Sreaiha 40 UK wraraiors Lcanse

ata Ethics Canvas



https://theodi.org/article/the-data-ethics-canvas-2021/

€
6 data ethics essentials =~~~
remember: *people*
no evil genius required
self-check
detoxify org environment
use ethics frameworks

stay watchful
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thinking human

respect human beings

do data ethics

be awesome

7
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shameless plug: get help

[®] missinfogeek.net
[ Linkedin.com/RowennaFielding

W @MisslG Geek
I Patreon.com/MissIGGeek



https://missinfogeek.net/
https://linked.com/rowennafielding
https://twitter.com/MissIG_Geek
https://patreon.com/MissIGGeek
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